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[MOTPEBHOCTU B OINEPATBHOM AHAJIN3E
MHO®OPMALIMOHHOWM BE3OMACHOCTU

NT-nHdppacTpykTypa 1 KopnopaTuUBHbIE CETU CTAHOBATCS GOrbLLE U CNIOXHEee

ATaku HapyLluMTenemn CTaHOBSITCH MHOXXECTBEHHee, AAMHaMUYHee, nsoLpeHHee (APT)

|-|pO6J'IeMbI ¢ 6e3onacHoOCTbIO OOpOoXaloT:

* T[lpocTtoun UT, npomsBoacTBa, MEHEOXKMEHTA

*  MoLleHHMYECTBO 1 3roynoTpebneHus

* YTeuka KNUEHTCKON MHpopmaLmmn, nepcoHasnbHbIX 4aHHbIX, HOY-xay
* PenyTaumoHHbIe NOTEPU N OTTOK KMMEHTOB

Mpwn 3TOM: 3 PEKTUBHOCTL TPAAMUMOHHbBIX CPEeACTB 3aLiMTbl Mana

60% komnaHun n3 FORTUNES00 B 88% komnaHui n3a FORTUNES00 79% ycnewHbIX Kndepartak 30% 13 60 MUnNIMoHoB
nosiydanu Ha cBOv BHYTpEHHNE email Obina 3aperncTpupoBaHa akTUBHOCTb TpeGyK)T Ha paccriegoBaHue N3BECTHbIX BapunaHTOB
agpeca cneumanbHO CO3,E|aHHbIl7I OOTHETOB B NOKarbHbIX CETAX HECKOIbKO Heerb BpPeaoHOCHOro Koaa Oblno co34aHo

BPELOHOCHbIV KOA, B npoLwusiomMm roay

McTounukn: RSA Security Brief, Ponemon Institute Survey Conducted «Growing Risk of Advanced Threats», Verizon 2011 Data Breach Investigations Report
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YMEHbWEHNWE CBOBOOAHOIO BPEMEHW
ONA 3NOYMbIWITEHHUKOB
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BE30OMNACHOCTb CTAHOBUTCHA MPOBNEMOW
BEOJIbLUMNX OAHHbIX

BbiCOKMIA ypOBEHb NOArOTOBKMN 3MOYMbILLNIEHHNUKOB
o3HavyaeT HeobxoaUMOCTb aHanuaa bonbLUero KonmyecTsa
OaHHbIX NS OeHTUUKaLUN ataku

YcnoxHeHue UT-nHdpacTpyKTypbl O3HAYaEeT, YTO Jaxe
NPOCTLIE aTakn MOXXHO 3aMacKMpoBaThb

COBpeMeHHbIe TPYOHOCTU, C KOTOPbIMU CTaJIKNBAKOTCAH

cneuymanuctbl no UNb:
* 40% onpoLUEeHHbIX YTBEPXKAAIOT, YTO NEPErpy>KeHbl
cobupaembiMu gaHHbiMn 06 NB
*  35% OnpoLUEeHHbIX YTBEPXKAAIOT, YTO HE UMEKOT BPEMEHU U
KOMMeTeHuMn ansa aHanmsa Bcen cobupaemon nHpopmaumnm

EMA, The Rise of Data-Driven Security, Crawford, Aug 2012




HOBbIE TPEBOBAHUA K CUCTEMAM MOHUTOPUHIA UB

Busyanusauus
6e3 orpaHn4YeHnin

“AHanun3 Bcero, YTo NpPoOnCXoauT B

NT-nHngopactpykTtype”

“‘NHTennekTyarnbHble
OaHHble 00 yrposax”

“‘UoeHTndomkauma uenen, yrpos

N UHUMOEHTOoB ”

OnepaTmnBHas
aHanuTuka

“AHanu3 n paccrnegoBaHue
NnoTeHUmnarnbHbIX Yrpo3 B pexunme,
BrIM3KOM K pearibHOMY BpeMeHU”

MacwTtabunpyemocTtb

“XpaHeHune 1 aHanmsa Kak
ornepaTuBHbIX, TakK U

OONroBpeMEHHbIX AaHHHbIX”
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YTO TAKOE SECURITY ANALYTICS?

RSA Security Analytics — HOBbI Noaxoa K “

i —— 40

B6opbbe ¢ yrpozamun NoBbILWEHHON cnoXHOCTU (APT)

YHI/ICbI/ILI,VIpOBaHHaFl nnachopma HOBOIO NMOKOINeHnA ans.:
*  MoHuTopuHra 6e3onacHoCcTu

+ PaccnenoBaHus MHUMOEHTOB

*  OTYeTHOCTN O COOTBETCTBUN TpebOBaAHUAM

RSA Security Analytics o6beauHSET Tpy TEXHONOINMK:
*  TpaguumoHHble cpeactea SIEM

+ cpencTBa MOHWUTOPMHIa ceTeBol 6e30nacHOCTH < [naBHOe oTnnune
+ TexHomnornn o6paboTku 1 aHanm3sa BonbLumx JaHHbIX Security Analytics

OT Apyrmx cuctem moHutopuHra Vb
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APXUTEKTYPA
RSA SECURITY ANALYTICS

DECODER —> CONCENTRATOR—> BROKER

[ ce 4

Enrichment Data M logs M Packets

NHppacTpykTypa cbopa faHHbIX

OPE

RSA NetWitness NextGen: _ aﬁe}b_
g &
w
« Epunas nnatdopma ansa cbopa n aHanuasa: [ 3 oo
*  MHdOPMaLWK O CeTEBOM Tpaduke = é_':]—»;--
h —
* XypHanoB cobbITui 2
g o Compliance
a ' ‘

e —-€
« PacnpeneneHHas maclutabupyemas e _.e}#

apxXuTeKTypa

DECODER —> CONCENTRATOR—>BROKER

ee ] E R E L

Enrichment Data M Logs M Packets

LIVE INTELLIGENCE

Threat Intelligence - Rules - Parsers - Alerts - Feeds - Apps - Directory Services - Reports and Custom Actions
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KOHCONMMAOAUWNA MHTEJUIEKTYAJIbHBIX OAHHbIX
Ob YI'PO3AX

LIVE INTELLIGENCE

Threat Intelligence - Rules - Parsers - Alerts - Feeds - Apps - Directory Services - Reports and Custom Actions

Arperauus u KoHconuaaums

v ABTOMaTU4eckne oOHOBNEHUs
Hanbornee 3Ha4YMon

NHTENNeKTyarnbHbIX yrpo3ax oT KOppPEnsSLMOHHbIX NpaBus,
MHdopmauumn ob yrposax un ee
coobuwectea Ib & RSA napcepos, oT4eTOB, feed-oB,
obbeanHeHVe ¢ JaHHbIMK

FirstWatch «YEepHbIEY» CMUCKM
opraHusauum

Cbop nHdopmauum 0b

Bo3MOXXHOCTb BOCMNOMb30BaTbCA CTOPOHHUMU OAHHbIMUA 06 O6Hapy)l(eHHbIX yrposax u
NPUMEHATb X ONd aHalin3a TeKyLLWUNX N UICTOPUYHECKUX OaHHbIX

EMC
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RSA SECURITY ANALYTICS WAREHOUSE

[lonrocpo4Hoe xpaHeHne U aHanus
« Warehouse, onTMMU3MPOBaHHbIN A9 XpaHEHUs
JaHHbIX B
» XpaHeHue MeTagaHHbIX CETEBbIX MAKETOB M XXypHanoB
COOBITUN, «CbIPbIX» XypHarnoB

WAREHOUSE

=

ApxutekTypa Hadoop gnsa makcumanbHOM rmbKocTn u
MacwTabupoBaHus

CnoxHasa obpaboTka cobbITUI
«Google-noao6HbIN» TEKCTOBLINA NOUCK

CootBeTcTBME TpebOBAHUAM PErYNATOPOB NO
AONrOCPOYHOMY XPaHEHUIO

EMC

© EMC Corporation 2013. All rights reserved
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MOLLUHAA AHAJTTIMTUKA RSA SECURITY ANALYTICS

BcectopoHHun aHanna Vb opraHunsauum

CpeacrtBa
MOHWUTOPUHT B peanbHOM BPeMEHM 1 pasBUTbIE CPeaCcTBa aHanu3sa
paccnenosaHm OtyetHocTb U CrioXHas
onoBeLleHns obpaboTka cobbiTn
NHTYUTUBHO NOHATHbIE aHaNUTUYeCcKne CpeacTea PaccrieaoBatnaICEoC e
AHANN3 TEKCTOBbIW
Mcnonb3oBaHne BU3HeC-KOHTEKCTa Npu paccnegoBaHnNaX BpeaoHocHoro ~ MOMCK

no Koppensiuus

ABTOMaTMyeckas reHepaLus pasHoOObpasHbIX OTYETOB, BKIOYas
OTYEThLI 3a OOMbLLME NMPOMEXYTKA BPEMEHU AZMVUHUCTPUPOBaHNE

EMC
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YHUNOULIMPOBAHHbBIN MHTEP®ENC
RSA SECURITY ANALYTICS

Schedule
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AHAJIM3 BPEOOHOCHOI'O KOOA
BE3 NCIMOJIb3OBAHUA CUTHATYP

SA ananuaunpyet BCE 4to npoucxoamt B cetn no BCEM npoTokonam, Bkntodass BCE «ucnonHsemoe» cogepxmmoe.

NextGen * AHanuanpyeTt nosiBreHune arina B CETU U COOTBETCTBYIOLLNE CETEBbLIE CECCUU
Hanpumep: cmpaHa rnpoucxoxoeHusi, spemsi co30aHusi, pasmep co0epxumozo

»JavaScript / Obfuscation, PDF Executable, Alerts present
*Size, Meta Tags, Cleaned, Packed, Obfuscated, u T.4.

Crartunyeckun aHanus cdanna

Community * AHann3 NHopmMaL M U3 BHELLHUX UCTOYHUKOB - MHCOOPMALMOHHBIX Y
penyTaLMOoHHbIX NapTHEPOB

* AHanu3 noesefeHns annos B 3aLLMLLEHHON BUPTyanbHOW cpeae
*MoxeT ncnonb3oBaThCsA NoKanbHO UMK Kak SaaS-noanucka

EMC
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ABTOMATUYECKMN CKOPUHIT BPEJJOHOCHOIO KOJA

RSA 'Security Analytics

« Backto Summary Actions ~  £F Page Options
= Static v NextGen Community Sandbox AN Date Archived Event Time # Fili Source Address Identity Destination Addre Destination Country  Alias Host Event Tyf
[ [TEE—| 2013-03-20T02:54:07 2013-03-12T22:12:45 a1 128.164.75.230 62.183.68.110 RU uim.ru MNextG
0  e—prye— 2013-03-19T18:20:24 128.164.79.187 £0.28.196.84 CN im.xiaonei.com
RSA "Security Analytics
|| 2013-03-19T21:44:29
O 2013-03-18T18:38:54 # Actions ~
O] 2013-03-20T02:56:58 Analysis Results for Event 2412 Flle Caunt  NextGen Score  Statlc Score  Community Score  Sandbox Scare
F — 01503 2070235040 1 2488 99.67 n/a n/a
Archived at Mon, 18 Mar 2013 10:51:48 GMT
O e [sss | | 2013-03-20T02:56:25 Event Type NextGen
e B 2013-03-20T07:15:59 . .

L] ool ! ! Top Indicators of Compromise
=" R T¥ T ] ] 2013-03-19T18:15:36 @ static (PE) - DOS Header: DOS Bootloader Contalns Garbled DOS Banner

DOS Banner: Brought to you by EMX / ISTANBUL mode
D [——ovs——] [asa] 1 1 2013-03-19T18:16:02 @@ static (PE) - Meta: Version Information has Abnormal Company Info (Based on Copyright)

File: keygen.exe, type: IMAGE_FILE_MACHINE_|386, size: 53760, pe size: 53760, mds: e2fd4009fal abbfietcadibalccBaeas, shal:
l:l m m‘ ] ] 2013-03-19T21:53:52 @0b27ffdbzad42efb598ef543863d37 1 dif4dS44d

static (PE) - Packers: Packed with UPX Packer

- Packer Name: UPX 2,90-2 [LZMA], Signature: 60 BE 7777 77 77 BD BE 77 77 7777 57 83 CD FF EB 10 90 90 90 90 90 90 BA 06 46 88 07 47 01 DB 75 07 8B 1E 83
O - J J 2013-03-197T22:09:26 €6 FC 11 BB 72 EB B8 01 00 00 00 01 DI 75 07 88 16 83 £€ € 1108 11 £0 01 0B
Eazg] Static (PE) - Packers: Packed with UPX Packer

O s = ! ! 201 3-03-19T22:09:43 Section Name: UPX1, virtual size: d00D, virtual address: 11000, raw size: €200, raw address: 400, reloc address: 0, line numbers: 0, character|stics:

IMAGE_SCN_CNT_INITIALIZED_DATA, IMAGE_SCN_MEM_EXECUTE, IMAGE_SCN_MEM_READ, IMAGE_SCN_MEM_WRITE
O = 1 1 2013-03-15T23:07:34 static (PE) - Flle Size: Abnormally Small in Size (<100k)

File: keygen.exe, type: IMAGE_FILE_MACHINE_I386, size: 53760, pe size: 53760, me a6bf3e6cadBeaccAgead, sk
O e [ ] ] 2013-03-20700:32:19 e0b27ffdb2ad2efb50el543863d371 dif4d5Add
(& NextGen - Web Anomaly: Web Based Event with NULL Allas Host

Destination IP: B5.17.52 .47, Protocol: 2048, Port: BD, Service: BO, Allas: , TLD! com, Country: Netherlands

| Page |1 of 87 | - Web y: Web with NULL User Agent

Destination 1P B5,17,52,.47, Profocal: 2048, Port; B0, Service: B0, Allas;, TLD; com, Country: Netherlands

Static (PE) - Checksum: No Checksum Value
CheckSum Value Set to: 0x0

NextGen - Domain: allas.host does not Exist
Destination IP: B5,17,52.47, Protocal: 2048, Port: 0, Service: B0, Alias: , TLD: com, Country: Netherlands

99.87 NextGen Results
Me | i

2R admin end Us Feedback

EMC




NCIOJIbSOBAHUE BU3HEC-KOHTEKCTA

Server: Security Analytics Clients v, 2c03

Demo - RSA Security Analytics 10 - v8.2c08 [=] Time Left: 6d 19h 57m

Investigation i RSA Securi =

Security Analy
Oun3Hec-KoHTe

€« C' | % piyrs://security_analytics/investigation/6/navigate/values U =

2 Tools and Status Unified View :: RSA 5. Investigation :: RSA ... [ Administration :: RS...

Investigation :: RSA ...

¥ Investigation  ~ BB Dashboard (Z) Navigate RSA ‘Security Analytics

nw_concentrator >

Al Ds
AtOa 2013 | 0 | 2232 All Data 2013 | 81 1419
‘Socurity Analytics News . Total
S ==
— T X

g =

Closed - Click to Open
Event Count

{-ﬁw Threat Description

aXg oninetion :
Closed - Clickto Open

Fonturod Liva Rasources
-
Y -

,_LA)_\V Threat Source
Closed - Click to Open

Asset Business

Unit (5 values)
payroll (5,534) - corporate (2,945} -finance (2,150} - research (968) - globalit (738)

Asset Criticality (2 values)
medium (6,457) - high (2,772)

Asset Facility (2 values) ©
bedford (5,041) - reston (5,670)

m

T ecury
192.168.254.114 (10 288) - 192.168.254.111 (9,666) - 192.168.5.10 (5,150) - 192.168.254.115 (4 741)- 192.168.254.113 (4,739) - 10.10.36.30 (1,097) - 192.168.5.169 (516) - 10.10.36.100
(305)-192.168.5.132 (248) - 46.56.3.101 (160) - 192.168.5.172 (128) - 192.168.5.145 (126) - 192.168.5.178 (114} - 192.168.5.189 (110)- 127.0.0.1 (48)- 80.80.208.193 (36) - 10.10.36.7 (26)
-10.10.36.6 (26)- 10.10.36.5 (26)- 10.10.36.4 (26} .. show more

Send Us Feedback 10050 |[N=JBbaDd

[aHH
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PESYJIBTAT

YMEHbLLEHME pUCKa MHTENMNEKTYarnbHbIX LENeBbIX aTak

YMEHbLLUEHNE BPEMEHM aHanNn3a C HECKOMNbKNX OHEN 0O HECKOSTbKUX MUHYT
YMeHbLUeHMe cBO60OOHOIO BPEMEHN 3MTI0YMbILLUNTIEHHUKOB

[MoBblweHne achdekTMBHOCTN npoueccoB obecnedeHnsa Vb

Hasblkn nogpasgeneHnin b ynyyiarTcs 3a cHET UCMONb3oBaHNA
MHTENNEeKTyanbHbIX JaHHbIX

NHopmauus XxpaHUTCA LEeHTpann3oBaHHO, U paccreaoBaHns NPoBOASATCA
3HauYMTENbHO BbICTpee

[MpumeHsaeTca 6onee rmbkasa moaens ynpasneHna 6e30nacHOCTbIO
Ha OCHOBe aHanm3a pUCcKoB
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YTO NOCTABJIAETCA?

EpunHan annapatHasa nnaTtdopma

» [Insa Bcex komnoHeHToB (Decoder, Concentrator, Broker)

» Decoder n Concentrator ncnoneaytot nnb6o SAN nubo Direct
Attached Capacity (DAC)

XpaHeHue faHHbIX:
» Direct Attached Capacity (DAC)

* [MogkntoveHne yepes SAS
» Bbicokas emkocTb 32TB (gns Decoder)
» Bbicokas npousBoguTensHocTb 17.4 TB (gnsa Concentrator)
« SAN
* [MopgkntoyeHne yepes Fiber Channel
* BbICOKOEMKOCTHbIE 1 BbICOKONPOU3BOAUTENbHbIE KOH(PUrypauum
+ OT46TB po 1.5 PB (XXL) obwei eMkocTh




BAPUAHTbBI KOMMNJNEKTALUNN

Up to
Data Center 5 DACs

Usage:

3-node

Usage: Sinale Usage:
Enterprise Monitoring Warehouse Remote Office ﬁgc_ Small Enterprise
SOCOperations Small Security Team Distributed MSSP
Decoder Hybrid
v o All-In-One
Ultra Performance
Concentrator 30TB ()
v Security
Analytics
Broker Server
Features:
1U Form Factor
i FEASIE Features: Features:
Dlstnbt.:ted Vmb}llty . ' 11 Form Factor o 10 Form Factor
Modu ar.Capacny High Capacity 10TB Capacity 10TB Capacity
Spats . 12078 DAC Capacity Available
DAC & SAN Capacity
Available

MNaketbi: 2 Ghps
Noru: 30,000 eps

17

Maketbi: 622 Mbps
Iloru: 10,000 eps

MNaketbi: 310 Mbps
TNoru: 7,500 eps

EMC




rOe NOAPOBHEE O3HAKOMUTBCA U
[MPOTECTUPOBATb PELUEHWE?

Gy

J.IKAH e The Security Division of EMC
Anekcanap UpxaBckui L e g T Bnagumup BakaumeHko
HTL «BynkaH», ocouumnanbHb napTHep RSA RSA The Securlty Division of EMC - Poccus

A.lrzhavsky@ntc-vulkan.ru
+7 (495) 663-95-16

L/Iadlmlr Vakatsienko@emc.com
: +7 (495) 785-66-22
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CMNACUBO 3A BH/MAI

KOHTAKTbI
AnekcaHgp Upxasckum
a.irzhavsky@ntc-vulkan.ru
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