BezonacHocTb

CospaHne cucTeMbl NPefoTBPaLLEHNS
YTEYEK MHEpOPMALnN

C nomotubto petwenuii Microsoft

ABTOMATM3ALMA

MOOLECCOB KOHTPOMA
CaHKUMOHMPOBAHHbIX
NeycTBAY U MOMbITOK
HECAHKLNOHMPOBAHHOW
nepegadqn
KOHOOMOEHUMAIbHbIX
NOKYMEHTOB B 3IEKTDOHHOW

doopme
Anekcanap Kysneuos
Anppei bpsanues

erofiHsI CHCTEeMBbl MPEeNOTBpAIlEHUS YyTeuek
maHHBIX (Data Loss Prevention, DLP) npen-
CTaBJIEHBI Ha PBIHKE KOJIOCCAIbHBIM KOJMYE-
CTBOM pEUIEHU I, KOTOPbIE TOCTOSTHHO Pa3BU-
BaloTcsad. AHanuTU4eckoe areHTcTBo Gartner
yX€ MHOTO JIeT BeAeT OTHeNbHbI «Marmueckuii KBa-
npaHT» (Magic Quadrant) gjasi maHHOTO KJjacca pelle-
Huii. B atom rony ®CTOK Poccun miaaHUpyeT BBIITY-
CTUTHh KJaccM(PUKALMIO U ILieJeBbie TpeOOBaHUS IJIS
TaKUX CUCTEM.
HecMmoTps Ha OypHOe pa3BUTHE OAHHOTO CErMeH-
Ta pbIHKA, CTOMMOCTb TMOMOOHBIX pEIIeHUU ocTa-
e€TCSI TOCTAaTOYHO BBICOKOII, OCOOEHHO mJisa HEOOJb-
IUX KOMMAaHUNA, B TOM YHUCJE TOJbKO HAaYMHAIOUIUX
CBOIO NIeSITeIbHOCTh. B CBSA3U ¢ 3TUM MBI XOTeNU ObI
paccMOTpeTh (PYHKIUMU, KOTOPblE Ha IMEPBOM 3Tare
MOXHO 3aJeiicTBOBAaThH AJISl pelleHus 3anady aBToMa-
TU3aLMU MPOLECCOB KOHTPOJISI CAHKIIMOHUPOBAHHBIX
NEeNCTBUM M/WUJIN TIOMBITOK HECAaHKIIMOHWPOBAHHOM
nepenayv KOH(pUIEHIMATbHBIX JOKYMEHTOB B 3JI€K-
TpoHHOM Buje. [Ipexae Bcero, 3To MO3BOJUT TEXHU-
YeCKMM CHelMaaucTaM MO3HAKOMUTHCS ¢ QYHKIUS-

O Available from [ 0:00

o
Driyer: | v|| New Driver... |
® Spool print doc 5o program finishes printing faster

(O Start printing after last page is spooled
(®) Start printing immediately

Print directly to the printer

[l Hold mismatched documents
[ Print spooled documents first

v Keep printed documents

[ Enable advanced printing features

| Printing Defaults.. | | Print Processor..

For special p or adh

KoHTporb nevyaTtum
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MU KOHTPOJIST Ha TIpaKTHUKE, a TaKXe
MMOHSITh, HACKOJBKO OHW COBMECTHU-
MBI C CYIIECTBYIOIIMMU B UX KOMTIa-
HUU OU3HEC- U TEXHOJOTUYECCKUMU
npoueccamu. M camoe BaxkHoe, 9YTO
NI 9TOTO He MOoTpedyeTcs 3HaAHUSA
nponyktoB Open Source u/uiu
WHCTAJISIUN KaKUX-JINOO IOIMoJI-
HUTEJIBHBIX TEXHUUYECKMX pelle-
Huii. UHTEepec K JaHHBIM pelIeHU-
sIM BBI3BAH B TIEPBYIO o4Yepelb TeM,
YTO MOJIOAbIE KOMITAHUU CTOJKHYT-
csl UMEHHO ¢ HUMHM, a KpOMe TOrO,
MOJIMTUKA TIPOU3BOAUTENSI C Orpa-
HUYEHUEM Tepuona TOIAEPXKHU
OIpeneIeHHBIX BEpPCUii ITpOrpaMM-
HBIX TPONYKTOB CTAaHOBMUTCSA BCE
6ojiee XKeCTKOM, YTO MOATAIKHUBAET
MoJIb30BaTesIell K Iepexoy Ha akKTy-
aJbHBIE BEPCUMN.

Jns yrouHeHUs oOJlacTM oOXBaTa
MBI PAaCCMOTPUM TOJILKO TOCJEeIHUE
BEPCUM IPOTPAMMHBIX pElIeHUM
ot Microsoft Corp:

» Microsoft Windows Server 2012 R2;
* Microsoft Exchange 2013 R2;

* Microsoft Windows 8.1;

* Internet Explorer (1E) 11;

» Microsoft Office 2013;

+ Skype Bepcuu ot 6.X.

Kpome Toro, B moje Hairero BHUMa-
HUS TIOMAAyT clenyloiue Haubosee
pacipocTpaHeHHbIEe KaHaJlbl yTeuek
TMaHHBIX:

* BBIBOJI Ha TIeYaTh;

KONMMpPOBaHUE Ha ChEeMHbBbIE HOCH-
Teau uHopMaluuu (IIpexae BCero
USB-HocuTenn);

nepechljika MO KOpPIOpPaTUBHOM
3JIEKTPOHHOM MOYTE;

nepenauda yepe3 Skype;
nyb6aukauus B UHTepHeTe.

Cpasy CTOUT OTMETUTb, YTO MBI
He CTaBMJIM CBOEH Iliejblo (GOpMU-
pOBaHMe PYKOBOACTBA MO CO3MaHUIO
DLP-cuctemMbl «CBOMMU pyKaMUu»,
a XOTeJU MPencTaBUTh DKCIEPTHBIMI
B3TJISII M yKa3aTh HalpaBJeHU s IJs
NajbHEU X MHKEHEPHBIX 3a1a4.

BbiBOA Ha neyarb

KoHTposb mewatu Bcerma comps-
XKEeH C PUCKOM IIpepbiBaHUS WU
3ajiepkeK B TMOATOTOBKE MOKYMEH-
ToB. Kak Tmoka3bIiBaeT MpakTHUKa,
BEpOSATHOCTb TaKMX PUCKOB TpHU
ucnoinb3oBanuu DLP HeHyneBas.
Muorue DLP-BeHnophl opulinanib-
HO NIPU3HAIOT, YTO 3allepKKa MOXKET

www.windowsitpro.ru
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|5/ Default Domain Policy [WIN-8A457TAKVU3.BRYAL A
4 & Computer Configuration
4 ) Policies
b ] Software Settings
b ) Windows Settings
4 ] Administrative Templates: Policy defini
p 1 Control Panel
p 1 Network
] Printers
) Server
] Start Menu and Taskbar
4[] System
[] Access-Denied Assistance
[] Audit Process Creation
() Credentials Delegation
[7] Device Installation
] Device Installation Restrictiol
[ Disk NV Cache
Disk Quotas
Distributed COM
Driver Installation
Early Launch Antimalware
File Classification Infrastructure
File Share Shadow Copy Provide
Filesystem
Folder Redirection
Group Policy
Internet Communication Manac
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KDC

Kerberos

Locale Services

Logen

Net Logon

Power Management
Recovery

Remote Assistance
Remote Procedure Call
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Setting

State

5= [Set time (in seconds) to force reboot

Not configured

] CD and DVD: Deny execute access
] CD and DVD: Deny read access

2] CD and DVD: Deny write access

5] Custom Classes: Deny read access
\iz] Custom Classes: Deny write access
2] Floppy Drives: Deny execute access
\iz] Floppy Drives: Deny read access

iz] Floppy Drives: Deny write access

\iz] Removable Disks: Deny execute access
2] Removable Disks: Deny read access
| Removable Disks: Deny write access

iz] All Removable Storage classes: Deny ...
Iz] All Removable Storage: Allow direct a...

\iz] Tape Drives: Deny execute access
] Tape Drives: Deny read access

2] Tape Drives: Deny write access
2] WPD Devices: Deny read access

| WPD Devices: Deny write access

<[ ]

Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
)
Not configured
Not configured
Not configured
Not configured

Not configured
Not configured

Extended ), Standard /

OKpaH 2

MOCTUTaTh HECKOJbKUX MUHYT,
a TIONMBITKU TOJb30BATENsI 3aBep-
IMUTh WJW TIOBTOPUTH OTEepanuio
rmevyaTy TMPUBOISIT K IMOJHOUEHHO-
MY <«3aBHCAaHUIO» TIPUJIOXEHUS.
B cBsI3m ¢ 3TUM aKTUBHO pa3BU-
BaeTCs KOHIIEMIMUS TOJIbKO MOHU-
TOpPUHTA 3TOT0 M IPYTUX KaHaJIOB
yTedeK U UCTOJIb30BaHM S MTOJTyYeH-
HBIX TaHHBIX B clydasx «pasbopa
MOJIETOB».

MBI MOXeM peasn30BaTh TAKOM MOHU-
TOPUHT MyTeM COXpaHEHUS ouepenu
neyatu (Print Queue): <MmMs mpuH-
tepa> Properties/Advanced/Keep
printed documents — OTMeTHUTb.

Jlng Toro 4YTOOBI MOJIB30BATEIU
HE CMOIJIM OYMCTUTHL ouepenb Ieda-
TH, HEOOXOOAMMO 3ampeTUuTh IpaBa
Manage Documents KOHTpOJIUPYEMBIM

3ar|peT 3armcm Ha BHelHne HocuTternim

nojb3oBaressiM uiu rpynmnam (KMms

npuHTepa> Properties/Security/<Hms
TPYMITBl KOHTPOJIMPYEMBIX TIOJIb30Ba-
Teneir>/Manage documents/Deny —
oTMeTuTh). OmHaKO HagO OBITH BHU-
MaTeJbHBIM C paspemieHueM Deny
(cMm. akpaH 1) 1 He momycKaThb Iloma-
NaHWS B 3TU I'PYIIBI YYETHBIX 3aMu-
ceil amMUHUCTPATOPOB, UTOOBI COXpa-
HUTh BO3MOXHOCTb YIpaBJIEHUS
ouepeqblo B clydyae HEOOXOAUMOCTH.
Kpome Toro, mist BemeHus XypHaja
COOBITH TeYaTu BKJIIOYAETCS COOT-
BeTcTBylOmUi ayoaut (KMMsa mpuH-
Tepa> Properties/Security/KHomnka
Advanced/Auditing/kHonka Add/<WUmst
TPYMITBl KOHTPOJIMPYEMBIX TIOJIb30Ba-
Teneit>/Print — oTMeTUTB).

TIpocMOTp «ITOIO3PUTETBHBIX> 3a1a-
HUIl meyaT BO3MOXEH C TMOMOIIbIO
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(' Default Domain Pobcy(WIO-IMSHAK\ﬂ.B.Bﬂ‘\‘n'll”:\H Setting

4 &8 Computer Configuration
4 (7] Policies

b ) Software Settings

b 2] Windows Settings

p . Control Paned

b [ Network
] Printers
2 Server

1 Start Menw and Taskbar

| Allow
i) Allow i f devices using stch th

device setup classes
| Prevent installation of devices using drivers that match these device setup classes
Disp s s 4

4 (2] Administrative Templates: Policy defint || o ey o R A 472 poley e

Allow installstion of devices that match any of these device IDs
Prevent installation of devices that match any of these device IDs

(1] Prevent installation of removable devices.

(&) Prevent installation of devices not described by other policy settings

d by a policy setting

Time (in seconds) to force reboot when required for policy changes to take effect

OKkpaH 3

recipients

permissions

compliance management
organization

protection

mail fiow

mobile

pubic foiders

unified messaging

Servers

Exchange admin center

-

in-place eDiscovery & hold  auditing (data lc
retention tags journal rules

You can use palicy tips to notify users sbout policy matches.
Manage policy tips

You can use document fingerprit b

Manage document

types in your palic

Ute DL policies to scan email mescages for sencitive information that may be subject 1o
policies. Learn mone

+-7a&e

oN & MAME MODE

ENENCTUTTRCTTT

Policy Mod
Enforcing

OKpaH 4

DLP B Exchange 2013

3anpeT 1MCrnosib30BaHUNA BHELLHUX HocUuTenen

MOBTOPHOW  OTHpaBKM  3adaHUS
Ha MPUHTEDP IMOJIb30BaTeJIeM C TPaBOM
Manage Documents.

CbemHble HOCUTENMU
MHthopmauun

3a cuer cBoeil moctynHoctu USB-
HOCHUTEJb SIBJISIETCSI HE TOJIBKO OMHUM
W3 JUIEPOB B KauyeCTBE WCTOYHMKA
BUPYCOB, HO M CaMbIM paclpocTpa-
HEHHBIM CPEACTBOM [UIST «CIUBa»
nHpOpMaLIUU.

besycinoBHo, obOpameHue ¢ momo0-
HBIMM HOCHMTEJSIMU JOJKHO OBITH
perlaMeHTUPOBAHO BHYTPU KOM-
MaHUU, HO PACCYMTBHIBATH TOJBKO
Ha CO3HaTeJbHOCTh IIepCcOHAaNa,
YBBI, He TpuUxonuTcsd. B manHOM
cllyyae 3a cU4eT NMPUMEHEHUS TPYII-
noBeix moautuk (Group Policy)
MBI MOXeM C(hOpMUPOBATh CITMCOK
TOJIBKO pa3pelieHHBIX, 3a4acTylo
kopnopatruBHbiXx, USB-HOcuTeneii.
OTMeTHM, YTO B KauyeCTBE IMOJIOXKHU-
TEJIBHOTO <«I10004YHOTO 3(ddexTar
9TO TO3BOJUT YAaCTUYHO peayn30-
BaTh M aBTOMATU3UPOBATH MOIMYJISAP-
HO€ B OT€YECTBEHHOM HOPMATUBHOM
06a3e TpeboBaHME IIO0 YYETy HOCHUTE-
JIeld nHDopMalIuu.

Jns mnpumepa paccMOTpuUM OBa
JMOCTYTTHBIX UHCTPYMEHTA.

3ampeTr 3amucu Ha JII0Oble BHEIIHHE
Hocutenu: Computer Configuration/
Policies Administrative Templates/
System/Removable Storage Access/
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7
Help
Brokupoeats coobLeHuA Ha Bce afpeca KpoMe paspelleH...
Name: &
Il" - Ha BCE AAPECA KPOME PapeLenn
*Apply this rule if..
The recipient is located... - M
organization
add condition |
*Do the following...
Reject the message with the explanation... v| Ompanxa
z2abnoxmposa
e
add action
Except if..
%X domainis "] ‘contoso.com’
B _aﬁé exce:.J.t-l'-on_ (¥
save | I cancel I
®100% -

DLP-npaBuno Ne 1 B Microsoft
Exchange 2013
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Cos3gaHue cuctembl np

oTBpalleHUnsa yTedek nHdoopmaumm

Removable Disks: Deny Write Access —
Enabled (cM. akpaH 2).

3ampeT YCTaHOBKM [apaiiBepa AJs
BHEIITHETO0 HAaKOITUTENs, HE COOTBET-
cTByoero nepeuHio Device 1D, ipo-
BoOUTCA Tak: Tepeiit mo Computer
Configuration/Policies/Administrative
Templates/System/Device Installation/
Device Installation Restrictions/Allow
installation of devices that match
any of these device IDs — Enabled
n BBecTU cnmcok 1D paspemeHHBIX
ycTpoiicTB (CM. 3KpaH 3), a Takxke
3alpeTUTh YCTAaHOBKY JpaiiBepoB
ISl YCTPOWCTB, HE TEpPEeYMCIEHHBIX
B IIpeabiayieM napamerpe: Computer
Configuration/Policies Administrative
Templates/System/Device Installation/
Device Installation Restrictions/Prevent
installation of devices not described by
other policy settings — Enabled.

Kopnopatusnas

3NIeKTPOHHAA NoyTa

Ecim B mpenmbimymem paszgene
MBI HCIOJb30BajJM CaMbIid IIpo-

CTOl TMPUHIIMIT KOHTPOJIST Ha 0Oase
OenbIX M YEepHBIX CIHMCKOB, 0e3
KOHTEKCTHOTO aHaju3a, TO 3JeCh
Bce OymeT Ha ypOBHE NPOMBIIIJICH-
HbeIX DLP-pemennii, 3a cueT HaIu-
YUl OMHOMMEHHOM (YyHKIIMOHAJb-
Hoctu B Microsoft Exchange 2013
(cM. aKpaH 4).

B 3aknanke data loss prevention pasme-
Jla compliance management TOCTYMH-
HBbl TIEpEUYMCICHHBIE HMXE BO3MOX-
HOCTH.

* Manage policy tips — BCIUIBIBaIO-
Iue yBeIOMJIECHUS B MHTepdeli-
ce TI0JIb30BaTesl O COOTBETCTBUM
TEKYILEero COOOIIEHUS SJIEKTPOH-
HOI MOYTHI YCJOBUSIM TOJIUTUK;
Manage document fingerprints —
MO3BOJISIET CO3/aBaTh OTMHEYaTKH
JIOKYMEHTOB, Ha OCHOBaHUM COOT-
BETCTBUSI KOTOPHIM CUCTeMa OyIeT
MPUHUMATh pElIeHUs] O MpUMeHe-
HUM MOJUTUK;

caMm TiepeyeHb MOJUTHUK C BO3MOX-
HOCTBIO PeNaKTUPOBAHMS U YIIpaB-
JIEHUsSI peXHMMaMHM WX TeCTUpPOBa-
HUS/TIPUMEHEHUSI.

Ilpy penakTupoBaHMM  IPaBUI
U  TOJNUTHK (QYHKIIMOHATBHOCTD
HaCTOJILKO IIMPOKA, YTO 3aCIyKMBa-
€T OTIEeIbHOW CTaTbM, MBI Xe MPUBE-
JIeM Tlapy IpMMepOB CaMbIX TMPOCTHIX
MpaBUI:

www.windowsitpro.ru

Brokvpoeats kOHGUACHLMANBHYIO MHOPMALMA

Name:

|bnoxupoum KOHQUABHUMANBHYIO MHGOPMALMA X |

*Apply this rule if...

The message character set name includes any of these words... ' ‘Confidential’

add condition

*Do the following...

Reject the message with the explanation...

add action [

Exceptif...

\ add exception

Properties of this rule:
Priority:

o]

Audit this rule with severity level:

Not specified » |

Choose a mode for this rule:

OKpaH 6

° 3alpeT OTIpPaBKU JIIOOOro coobIIe-
HUS 3a Mpeaesbl TOMAIITHETO JoMe-
Ha, KpoMe JOMeHa contoso.com
(cM. 3KpaH 5);

° 3alpeT OTIIPaBKU JIIOOOro coobIe-
HUS, CONEPXalIero BO BJIOXEHMSIX
cioBo Confidential (cm. skpaH 6).

Jlns omepaTUBHOTO pearupoBaHUS

Ha MHUUIEHTHI U 00pabOTKHU JIOKHBIX

cpabaTbiBaHUI TONUTUK HacTpau-

BaroTcsa Incident Reports Ha modro-

BBII SIIIUK COTPYIHUKA CIIYXOBbI

UHGOPMALlMOHHOK 0e30IMacHOCTH,

a njsa Oosee aeTaabHOTO pasbopa

CYIIECTBYET MOIIHBI HA0Op KOMaHI

PowerShell.

Skype

Bo3MoxHOCTB HNCIIOJIb30BAHUS
KaKuXx-a11bo MECCCHIXEPOB BCEraa
BbI3bIBajla OOECIOKOEHHOCTh CIIe-
LIMAJMCTOB MO0 WMH(GOPMALIMOHHON’

DLP-npaBuno Ne 2 B Microsoft Exchange 2013

6€301acHOCTH, He SIBIISETCS MCKITIO-
yeHueM u Skype.

Xotsa cerogHs Ajs1 MHorux Skype
cTaja cTaHmgapToM mOe-(akTo Kop-
MopaTUBHOM KOMMYHUKAIIUH,
He BC€ 3HAIOT, YTO LEHTPaJMn30-
BaHHO MOXHO OTPAHWYUTDH Iepena-
4y NOKYMEHTOB C MCITOJb30BaHUEM
NIAaHHOTO pEelIeHUs 3a CYeT TMpuMe-
HEeHMs aJMWHUCTPATUBHBIX I1a0JI0-
HOB ¢ BeO-caiita http://community.
skype.com, JIsI TPYIMIIOBBIX TMTOJIUTUK
(cMm. 2kpaH 7). I[lonp3oBatenab B CiIy-
yae TMOMBITKY OTIPAaBUTH (hait moiry-
YUT COOTBETCTBYIOIEE YyBeIOMJIe-
HUe (CM. 3KpaH 8).

My6nukauunsa B UHTEpHETE

TIpex e yueM paccMaTpruBaTh BO3MOX-
HOCTM KOHTpPOJISI JaHHOTO KaHaja
YTeUYKU, HYXHO YACHUTBH, YTO TIPO-
rpaMMHBbIe pelieHust Microsoft B pam-
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2] Default Domain Policy [WIN-QORHUHESSP
4 & Computer Configuration
a4 ] Policies
b (] Software Settings
b (] Windows Settings

4 | Administrative Templates: Policy 4

p [ Control Panel
b ] Network
] Printers
| Server
| Start Menu and Taskbar
b [ System
p ] Windows Components
4 [ ) Classic Administrative Templ
4 ] "Skype"
4 1 "Phone”
1 “Functionality”
1 "Other"
7] "Network"
% All Settings
b | Preferences
4 4% User Configuration
b [ Policies
b || Preferences

r

Setting

\iz] "Disable file transfer”

] "Disable import contacts”
\iz] "Disable personalise”

| "Disable language edit” Mot configured
“Web status policy™ Not configured
\iz] "Disable premium services” Not configured

Not configured
Not configured

Extended A Standard /

6 setting(s)

OKpaH 7

3anpeT nepegayun damnnos Hyepe3 Skype

nporpamm, B ToM uucie [E. Ilocie
3TOTrO0 OTKJII0YaeM MPaBUJIO O YMOJ-
YaHWIO AJISI MCXOASIIMX COEIMHE-
Huit Allow, a 3aTeM 3KCIOPTHpPY-
€M OTH HacTpoiiku B (aiin ¢ pac-
mupeHneM Wwfw U uUMIOpTHUPYeM
B TpymnmnoByio moiautuky: Computer
Configuration/Policies/Windows
Settings/Security Settings/Windows
Firewall with Advanced Security.

B oTtHomenun mocryma B MHTEpHET
MBI PEKOMEHIYEM HCTIOJbh30BaTh pa3-
peIIUTENbHBIA TPUHIMIT (BCE, UTO
HE pa3pelieHo, 3amnpelieHo), GopMu-
pysd W ToAAepXHWBasi B aKTyaJbHOM
COCTOSIHUM TOJBKO CITUCKH JOBEPEH-
HBIX BeO-pecypcoB. J1J1s1 Toro Heo6xo-
IMMO TaKXKe Yyepe3 IPyIIoBbIe MOIH-
TUKH aKTUBHPOBATh 3aKkyiagky Content
Advisor B Hactpoiikax 1E: Computer
Configuration/Policies/Administrative
Templates/Windows Components/
Internet Control Panel/Content Page/
Show Content Advisor on Internet
Options — Enable.

B pesynbraTe MBI TIOTyyaeM Ha KOM-
MbloTepax JOKaJbHBIH WHCTPYMEH-
Tapuil, 3allMIIEHHbIM CBOMM Mapo-
JIeM OT M3MEHEHUI TMoJib30oBaTesieM

OKpaH 8

YBegomnenme

Kax KOPIIOPAaTUBHBIX ceTelt He (yHK-
LIMOHMPYIOT U30JUPOBAHHO OT ala-
paTHoOro obGecreyeHusi U aKTUBHOTO
CceTeBOro O0OpYAOBaHUS, a Ha HETo
B OCHOBHOM U JIOXWTCSI pean3aius
TaKoOro KOHTPOJIS.

OmHaKo psii Mep Mbl MOXEM NTPUHSTH
yXe Ha YpOBHE OTAEJIbHO B3SITOTO
y3Jla CETH 3a CUET IIeHTPaJIUu30BaHHOM
HacTpoliku BebO-Opay3epoB. B mep-
BYIO ouepelb HEOOXOAMMO 3aIPETUTh
BO3MOXHOCTh HCIOJIb30BAHUSA allb-
TepHATUBHBIX BeO-0pay3epoB 3a cueT
MPUMEHEHUST TPYNIOBBIX MOJUTHUK
(Group Policy).

Ha stanoHHOM KOMITbIOTEpPE CO3AaeM
HacTpoiiku OpaHamayspa (Windows
Firewall) ¢ mnpomucaHHBIMU IIpa-
BUJIAMUM [IJI  BCEeX HEOOXOIMMBIX

66 www.windowsitpro.ru

Content Advisor

| Ratings | Approved Stes | General | Advanced |

Allow this website:

You can create a list of websites that are always viewable or never
viewable regardless of how they are rated.

Always

List of approved and disapproved websites:

Never

& https://" mail.ru

Remove

OKpaH 9

Content Advisor

OKTABPb 2014 « Windows IT Pro/RE



Co3pgaHme cucTeMbl npegoTBpalleHna yTedek MHdpopmMaumnm

U B HEM TepeYUCIIsieM II1abJIOHBI UMEH
Be0O-caliTOB, KOTOPBIE MOXET OTKPbI-
BaTh IOJIb30BaTENb (CM. 3KpaH 9).

JInst LeHTpaJu30BaHHOTO pPacIpo-
ctpaneHus HacTpoek Content Advisor
TPOU3BOAUTETb PEKOMEHIYET MCIIOTb-
30BaTh «[lakeT amMUHUCTPUPOBAHUS
Internet Explorer Bepcum 11 (IEAK
11)». MoxHO 06paTUTBHCSI K ITOAPOO-
Homy omnucanuio IEAK Ha caiite
Microsoft: http://technet.micro-soft.
com/ru-ru/library/dn338134.aspx.

daiinoBble XpaHunuwa
Heckonbko coB XoTenoch Obl CKa3aTh
0 BO3MOXHOCTHM KaTeropvupoOBaHUS
GaiiaoB, pacIlONIOKEHHBIX Ha haiii-
cepBepax, GYHKIMOHUPYIOUINX IO
ynpaBieHuneM Microsoft Windows
Server 2012. ITogpo6HO naHHAS QYHK-
IIMOHAJILHOCTh ONKMCaHa B CTaThe
HOxona Cosunia «MHDpacTpykTypa
Kaaccupukanuu ¢aiiaoB B Windows
Server 2012» (Windows IT Pro/RE
Ne 5 3a 2014 rom).
Texnosorus File Classification Infra-
structure (FCI) mo3BoisieT Ha OCHO-
BaHUU MMeHHU (paiijia, ero pacrioio-
KEHUST W CONEPXUMOTO IIpUCBaM-
BaThb MOIOJHUTEJIbHBIE aTPUOYTHI
IS Tocienylomeir o0paboOTKM.
I[IpuMeHeHUe TaKOro WHCTPpyMEHTa-
pus, Kak File Server Resource Manager
(FSRM), k ¢aitIoBBIM XpaHUJIUIIAM
COBMECTHO CO CKPUIITAMU TIO3BOJS-
eT Ha TMepUuoaAMYECKON OCHOBE WM
naxe B peaJlbHOM BpPEMEHU BBISIB-
JISITh HapylIeHWe TOJUTUK XpaHe-
HUST KOHPUIESHIMAJIbHBIX TOKYMEH-
TOB M TepeMelarh 3T JOKYMEHTBI
B CIIeIIMaJIbHO OTBEISHHBIE KaTaJIOT 1
Ha ¢alin-cepBepe, 1a0bl MUHUMU3U-
poOBaTh «pacTeKaHue» KOH(MDUIEHIIN-
aJIbHBIX TOKYMEHTOB BHYTPH KOPIIO-
pPaTHBHOM CETH.
IIpuMep HACTpPOWKHU 3amycka clie-
Hapusl Ha TiepeMellleHue T0Ka3aH
Ha skpaHe 10. CueHnapuii move_files.
cmd:

xcopy%1 d:\confidential_files/X

del%1
B 3akmankax Notification u Report
peanu3oBaHbl TUOKUE MeXaHU3MBbI
OMOBEIEH M KaK M0oJIb30BaTeeii, Tak
U aIMUHUCTPATOPOB IPH BHITIOJHE-
HUMU Olepaluii Haj daitiaMu, a Takxe
npU HEOOXOAMMOCTH 3a01arOBpeMeH-
HO€ yBeJIOMJIEHNE O MJIaHupYyolIeics
«PEBU3NU».

www.windowsitpro.ru

[ General [ Scope | Action | Notfication | Report | Condtion | Schedue |

Type: lCustom

v|

Executable:

[c Awindows'\system32\cmd .exe

|| Browse..

Command settings

Arguments:

|c:\scripts\move_files.cmd [Source Fie Path] |

Select vanable to insert:

Specify the directory to run the command in:

| Working directory... |

| [Source Fie Path]

v| | Inset Variable |

Command security

Run the command as:
® Local Service

null session with no credentials.
(O Network Service

O Local System

Inserts the user name of the path of the file that caused the notification.

To maintain security of the server, use the most restrictive account possible. This
will help safeguard the system if the process is compromised.

Same level of access as Users account. Accesses network resources as a

Same level of access as Users account. Accesses network resources using
the credentials of the machine account.

Full access to the system. Do not use this account unless full access is
required, and you are certain the process cannot be compromised.

OkpaH 10

st HeHTpaIu30BaHHOTO yIpaBJe-
HUSI MCIOJb3YeTCS TAaKOW HMHCTPY-
MeHTapuii, kak Data Classification
Toolkit for Windows Server 2012
R2.

B 3akniwouenue

IIporpaMmMHBIE pelIeHUS HeIpe-
PBIBHO pPa3BUBAIOTCS W COBEPIIEH-
CTBYIOTCS, a B3AThIii Microsoft
Kypc Ha HapamuBaHue (GYHKUIUH
0e30ITacCHOCTU, Ha Hall B3I,
OyaeT ycuauBaThcs. 11 KOHEUHOT O
NOTpeOuTeNIsI 3TO B IEPBYIO oOve-
penb oO3HayaeT BO3MOXHOCThH pea-
JIN30BaTh HEOOXOMMMBIE 3alIUTHBIE
Mepbl 0e3 JOIMOJHUTEIbHBIX MaTe-
pMaJbHBIX 3aTpaT, U, YTO He MeHee
BaXXHO, TapaHTUPOBATh UX CTOMPO-
IIEHTHYIO U OECIIOBHYIO COBMECTHU-
MOCTb B KOPIOPAaTUBHBIX CETHX,

File Management Task

IOCTPOEHHBIX Ha 0a3e pelleHui
Microsoft.

Hns HUT-otmenoB M creuuaanucToOB
1o MHOOPMALIMOHHOK 0e30IIacHOCTU
MPEIIOKEHHBIH TMOAX0A TTO3BOJISIET
B3MISTHYTh Ha 3agaqy KOHTPOJIST Haj
NEeWCTBUSAMM C KOH(MDUIECHIMATIbHBI-
MU JTOKYMEHTaMM 4yepe3 Mpu3My yxe
M3BECTHBIX UM TIPOTPAMMHBIX pelle-
HU U, KaK CJIeACTBUE, MUHUMU3UPO-
BaTh HEJOTIOHMMaHUe Ha YPOBHE TeX-

HOJIOTHH. @

Anekcanpp Kysneuos (a.kuznetsov@ntc-
vulkan.ru) — CISM, pykoBoautenn oTaena
6esonacHocTn uHthopmauuoHHbix cuctem 000
«HTL| “Bynkan”»

Anppeit bpsauues (a.bryantsev@ntc-vulkan.
ru) — MCDBA, MCSE: Security, Begywuii
WHXeHep oTaena 6esonacHocTH UH(hopmaLm-
OHHbIX cuctem 000 «HTL “Bynkan”»
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