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Ucnonb3oBaHue SIEM-TexHOoN0Orum
B paccaeaoBaHUU MHLUNAEHTOB
nHPopmaunMoHHOU 6e3onacHOCTH

AneKkcaHap Ky3sHeuoB
HTL, «BynkaH»
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NMHunpeHT Ub

* MpuunHa uHumnpeHta Ub:

SELECT * FROM Table 1

°* nNpeAHamMepeHHble AeNCTBUS

* HenpeaHamepeHHble AeNCTBUA j$

* MopAapoK paccneposaHuA:

* noArotoBKa (preparation)

* BblABAEeHME N aHanu3 (detection and analysis)

* JNIOKaNu3auua, TMKBMAALUUA N BOCCTaHOBAEHMeE (containment,
eradication and recovery)

* [encTBuA No pesynbTaTam nHUumMaeHTta (post-incident activity)
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A roe Bawwu log-dannbi?

 Neuncreua c log-dbannamm:
* He BeayTca / yHUUTOXKatoTca (nepesanucbisatorca) /

HaKan/q1nMBarOTCA

* He obpabaTbiBatoTca / 06pabaTbiBatOTCA BPYUHYIO
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Hack
Days

Security Information and Event Management

e Neucrsma (pyHKUMOHaN):

e cbHbop cobbITMM OT KoOMNOoHeHT UT-MHPPACTPYKTYpPbI
* HOpMa/n3aumMA cobbiTni

* PunbTpaLMA COOLITUN
e 00paboTKa 1 Koppenauma cobbITnmn

* dopmumnpoBaHue oT4eTHOCTU N MHPopmUpoBaHue (alert)
* XpaHeHue cobbITnI

* Mpuem cobbiTnit No npotokonam: Syslog, ODBC, SNMP,
FTP, SDEE n ap.

* PaboTta B pexXume peasbHOro BpeMeHU U B pexxmme
OTNOXXEHHOro aHanAn3a
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MpuHuMn pabotbl SIEM-pewwennmn

Report 1 (bar graph)

Agaregated Event Count par Target Zone Name

Report title: Windows - Any Number (Table) 1
Description:

Tirme range: Som Fet 05 123836 GST 2012 n Wed Fab 08 1239 94 G5T 2012
Disglaying results 20 of 200

EventTime. I EventCompuier Asterenceld
20124206 1202410 ok I
2012.40-08 1202130
20174208 11.4611.0
2120208 1145420
20124200 11:35380
2017-42-08 11.25380
120208 1024120
2012.02.08 10:07420
2012.02.08 0822420
2012.80.0808:08-120
2012:02-06 08.0653.0
2017-43-08 06:0527.0
20120208 07:5527.0
2012.02.0807.5023.0
2012.62.08 08.2645.0
2012-402-0808.07.43.0

20124208 05,07.420
2124208 04.451830
20132-92-08 0431130

UCTOUYHUKU cOBBbITUN

PHDays 2012
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Kntoyesble npemmywlectsa SIEM-pelueHmnn

* LleHTpanmM30BaHHOE XPaHEHUE }KYPHAOB CODObITUN BHE
NC («BbIHOC AOKA3aTeNbCTB B CNeunasbHOEe XpaHUANLLE»)

 CnocobHoOCTb K rnyboKkoun peTpocneKkTmse — BO3BpaAT Ha3aa
[0 HEeCKONbKUX mecAaueB u bonee

* dopmunpoBaHmMe «cnenka» MHGOPMaLMOHHOM cpeabl Ha
OCHOBE MHPOPMALMM O CODBLITUAX OT CaMbIX Pa3HbIX
MCTOYHMKOB

* KoppensiuMoHHbIN U CTaTUCTUYECKMIM aHann3 6onbLlIoro
4yncna AaHHbIX



prd

Hack
Days

* XpPaHUTb HE3aBUCUMO
* XpaHWUTb MHOTO

* XpaHWUTb AONTIO

UCTOUYHUK cOBbITUM
SIEM-pewieHune

* ObecneyeHue NOAHOMO }M3HEHHOrO LKA cobbITUA

PHDays 2012
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CoSemue

Hara: 15
Bperan: 12:04:30
Tun:  Npegynpexgend  kog [(I0) 64008

Herounue:  Windows File Protection +

K.areropua; OTcyTeTEYET

MNaonpzosarens: HAO
K.orneroTep:
Onmcanue:

Al MW EHHEIR CHCTERMHEIR ®ain o windowssepsternI2htermzry. dil He
Y1anocke NPOEEQKTE, NOCKONBEY SalMTa fainos Windows sagepluasT
patiory. [poBEpETE LENOCTHOCTE 3TAMD Paing NosHe C NoroLE
CAY#EOHOM Nporpardrel SFC.

CoSemue

Hara: 15 .
Bperana: 12:11:30
Tun:  YHeegorneHie

HeTodrue:  Service Conbol Manager 4

K.areropua: OTcyreTeyeT
Fog (D) 7036
MNaonpzosarens: HAO

K.orneroTep:

Onucanue:

Cny#ga “"Hamachi Service' nepewna & cocToaHue 'Fatoraet"

.ﬂDI‘IDﬂHl-ﬂ'E.I'IbeIE CEE0EHIMA MOFHO HaATH B WEHTPE CNOP3EK H
noddepskkM, B httpeddgo.microsoft corndbelink./events. asp".

[camrersnoomre @B [evmmonme____________E8

CoSemie

Hara: 15 .
Bperaa: 12:10:49
Tun:  YeeporneHue

HeTounuk: Tepip

K.areropua; OTCyTCTEYET
Fog ID] 4201
MNongzoearens: HAOD

e

F.orneroTep:

OnucaHue:

CucTera ofHapywMia, yro ceTesoi aaarmep Hamachi Metwark, Interface
Bl NOAKNOYEH K CETH, W HHULMWOOEANa HOPMAaNeHYD pasoTy yepes
ATOT CETEEON a1anTep.

CofSkmie

Dara: 15 .
Bpetan: 13:07:03

Heorounue:  Service Control bManager
K.areropua: OTcyrcTEYET
+

Tun:  Dwwaka Fog(ID) 703

Monezosarens: HAD
K.otneTER:

Onucanue:

Coysta HaaneHHelr seisoe npoweayp [RPC) Seina HeoMa aHHD
ZageplueHa. ATo npouzowno 1 pasz(a). Cneqyilles KoppeKTHpYKLLES
AEHCTEME GuneT npegnprbATo yepes 60000 mcek: [Nepesarpysume
K.OMERTER,

]
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OT Teopuu K NpakTuKe (NpogonkeHue)

Date/Time DeviceHostHame Description

2020512151837 .0 SERY-AD The Windovys Fittering Platform has allowed & connection.
2012-054215:18:37 .0 SERY-AD B process has exited.

2012-05-1215:1337.0 SERY-AD The Windoves Fitering Platform has allowed & connection.
2020512151337 .0 SERY-AD The Windoves Fittering Platform has allowed & connection.
2012-05-121513.37 .0 SERY-AD & process has exited.

2205121513370 SERY-AD A process has exited.

2012-051215:13:37.0 SERV-AD & news process has been created.
2012-05-12151337 .0 SERY-AD B nevy process has been crested.

Process Userdame SourceAddress | DestinationAddress
idevicetharddiskyolume2wzerslagmuHucToaTop 2erv-adideskioniaa_v3exe 101005 88198, .
Clzers\damuHrcTRaTop. SERY - A0 Deskiop B A _v3 exe SERY-ADE
devicetharddiskyolume2wsers\agmuHucToaToR serv-adideskioniaa_vaexe 101005 981581 .. .
idevicetharddiskvolume2wzers\agmuHucToaTop serv-adideskiopiaa_v3 exe 101005 88.198. ..
C:\lsers\b anuHrcTpaTop, SERY - A0 Desktop B A, _v3 exe SERY-ADE
Clzers\d MMM TRaTOR. SERY - A0 Deskiopi b A, _v3 exe LAMMHMCTRATOR
Clzers\damuHrcTRaTop. SERY - A0 Deskiop A A _v3 exe SERY-ADE
Clzers\damuHcTRaTop SERY - A0 Deskiop A A _v3 exe AIMMHMCTRATOR

* COKpalweHne BpemeHun BbiABNEHNA N aHa/In3a
nHunaeHta b

 dopmMmmpoBaHUE HArNAAHOMN OTYETHOCTM

9175071
88.198.% %

1538
98.158.7. %

3492311
10.10.10.%
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[lpeBeHTUBHAaA 3alKUTa

@ QUALYS FREE SCAN

Scanon " ./ /2012
IP : 195.191.88..".

Summary: 6 vulnerabilities found

CI « = 4 "HOST INFO'

Name

OpenSSL ASN.1 Parsing Vulnerabilities

S5L Server Has SSLv2 Enabled Vulnerability

Remote Access or Management Senice Detected

Pre-shared Key Off-line Bruteforcing Using IKE Aggressive Mode

S5L Protocol

000 0 0

Web Server Intemal IP Address/intemal Network Name Disclosure
Vulnerability

2012 at 14:57

Vulnerability

= S O

EventCategoryiame

Mtacks Access Madification TCRAP
Atacks Avcess Madification TCRAP
Mtacks Access Madification TCRAP
Mtacks Avcess Madification TCRAP
Attacks Access Modification TCRAP
Mtacks Avcess Madification TCRAP
AMtacks Access Madification TCRAP
Mtacks Access Madification TCRAP
Atacks Access Madification TCRAP
Attacks Access Modification TCRAP
Mtacks Avcess Madification TCRAP
Mtacks Avcess Madification TCRAP
Mtacks Access Madification TCRAP
Mtacks Avcess Madification TCRAP

Ouplicate TCP SN from outaide:64.39.011
Ouplicate TCP SYN from outaide:64.39.01° 7

Ouplicate TCP 3N from autside:B4.39.
Ouplicate TCP SYN from outaide:64.39,
Ouplicate TCP SYN from outside:64.39,
Ouplicate TCP SYN from outaide:64.39.
Ouplicate TCP SYN from outside:54.39,

Ouplicate TCP 3YN from outside:B4.39.11

Ouplicate TCP SN from outside:64.39,
Ouplicate TCP SYN from outside:54.39,
Ouplicate TCP SYN from outaide:64.39.
Ouplicate TCP SYN from outside:564.39,

11
1
11
111
1,
11
1.
1
1
1"
11
1.
Ouplicate TCP 3N from outside:64.39.11
11

Ouplicate TCP SYN from outaide: 6439011

5 with different intial sequence number

125 with different intial sequence number
.25 with different intial sequence number
- (25 with different intial sequence number
125 with different intial sequence number
" {25 with different intial Sequence number
125 with different intial sequence number
" 125 with different intial sequence number
125 with different intial sequence number
" {25 with different intial sequence number
125 with different intial sequence number
" {25 with different intisl sequence number
.25 with different intial sequence number

....125 with ditferent intial sequence number
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«JIOXKa aerta B 604Ky meaa»

«lMepBoe, YTO Aenaer «3aTem B3/IOMLLUK co3aan

XaKep, 3axoAA Ha daiin, B KoTopom 6bin
MaLUUHY — cTapaeTck nocneposaTteNbHbIU 3anyc

BbIUUCTUTDb NNOTU ... 0 YUCTUNKUN 10IrOB U wenna ... »

«Kak npaBuno, nepBbiMm genom nocne
B3/10Ma 3/10yMbILWNIEeHHUKU NbITAIOTCE
BbIMUCTUTb U3 CUCTEMHDbIX 10roB 3aNUCK,
BblaaloLwume uX akTMBHOCTb ...»

OpenNET
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A elle ...

* B3anmopencreme ¢ cMctTemamm KOHTPOANA U
aHanu3a 3awuweHHoctn (Nmap, Nessus, XSpider,
MaxPatrol, QualysGuard, ISS n 1.4.)

* MHOroyposBHeBaa OTYETHOCTb
* OueHKa cooTtBetcTBMIM (Compliance)

e dopMmUpoOBaHUE «€ANHOTO OKHa» ANA
aAMMHUCTPaTOpPa 6e30nacHOCTH

* [MoarotoBKa AaHHbIX AnAa Bl 1 GRC-peweHnn
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Cnacunbo 3a BHUMaHue!

e-mail: a.kuznetsov@ntc-vulkan.ru
Ten. +7 (495) 663-9516




